NSW ICAC EXHIBIT

E18-0281-AS-7-1-PR-0003 D10547439

Extraction Regort

Samsung SM-G960F Galaxy

Summary

UFED Physical Analyzer version 7.13.0.77

Report creation time 27/03/2019 1:52:39 PM +11:00

Time zone settings (UTC) Original UTC value

Examiner name David Sinden

Case number E18-0281

Case name Op Ember

Evidence number E18-0281-AS-7-1-PR-0003

Organization NSW ICAC

Notes Multiple combined extractions of Rose gold Samsung Galaxy S9 SM-G960F IMEI 357164/09/653799/1 S/N:
R58K55DRKMN said to belong to Samer Soliman

Source Extraction
File System (1)

Extraction start date/time

6/11/2018 14:42(UTC+11)

Extraction end date/time

6/11/2018 16:08(UTC+11)

Unit identifier 413800551
UFED version 7.10.1.1080
Internal version 4.7.7.1080

Selected manufacturer

Samsung GSM

Selected device name

SM-G960F Galaxy S9

Machine name

FORO03

Connection type

Cable No. 170

Extraction type

File System [ Android Backup ]

Extraction ID

FOBEB83D-71CF-429D-8A7F-A8B2A07BA421

Time zone settings (ID)

_Australia/Sydney

File System (2)

Extraction start date/time

7/11/2018 17:07(UTC+11)

Extraction end date/time

7/11/2018 17:07(UTC+11)

Unit identifier 873781127
UFED version 7.10.1.1080
Internal version 4.7.7.1080
Selected manufacturer SIM Card
Selected device name SIM
Machine name FOR04
Extraction type File System

Extraction ID

06059A9E-4C8C-4914-8D82-3EFF15319E2C

File System (3)

Extraction start date/time

7/11/2018 17:08(UTC+11)

Extraction end date/time

7/11/2018 17:09(UTC+11)

Unit identifier 873781127
UFED version 7.10.1.1080
Internal version 4.7.7.1080
Selected manufacturer SIM Card
Selected device name SIM
Machine name FORO04
Extraction type File System

Extraction ID

E625A08E-6141-46E1-A5C9-5EFGE67830A7

Logical (1)

Extraction start date/time

6/11/2018 14:03 +11:00

Extraction end date/time

6/11/2018 14:34 +11:00

Unit identifier 413800551
UFED version 7.10.1.1080
Internal version 4.7.7.1080

Selected manufacturer

Samsung GSM

Selected device name

SM-G960F Galaxy S9

Username +61416185434
Machine name FORO03
Connection type Cable No. 170
Extraction type Logical

Extraction ID

FDA63870-DDC4-468B-9BA0-CAC724633BCE

Report type

Phone

Logical (2)

Extraction start date/time

7/11/2018 17:05 +11:00




NSW ICAC EXHIBIT

E18-0281-AS-7-1-PR-0003 D10547439

Extraction end date/time

7/11/2018 17:05 +11:00

Unit identifier 873781127
UFED version 7.10.1.1080
Internal version 4.7.7.1080
Selected manufacturer SIM Card
Selected device name SIM
Machine name FORO04
Extraction type Logical

Extraction ID

70414E43-EABC-4AE1-87E3-1C9C2A7F17D2

Report type

SIM

Connection type

Logical (3)

Extraction start date/time

7/11/2018 17:06 +11:00

Extraction end date/time

7/11/2018 17:06 +11:00

Unit identifier 873781127
UFED version 7.10.1.1080
Internal version 4.7.7.1080
Selected manufacturer SIM Card
Selected device name SIM
Machine name FORO04
Extraction type Logical

Extraction ID

B664C7D3-85A4-4F87-B33A-80FA2F657113

Report type

SIM

Connection type

Plugins
1 UFED Logical Report Reader Cellebrite 2.0
Reads the report generated by the UFED
2 Physical Analyzer Report Reader Cellebrite 2.0
Reads report generated by the Physical Analyzer
3 Pre Project
4 Garbage Cleaner
5) Project Processor Finisher
6 Post Project
Contents
i Calendar 2 1672 (12 Deleted)

Calendar (2)
1 Start Time:
18/05/2018

1:30:00 AM(UTC+0)
End Time:
18/05/2018

2:30:00 AM(UTC+0)

Subject: Clear browser cache and move azh files to USB
and password lock personal files

Attendees:

Location:

Details:

Category: ducktape69@gmail.com
Reminders:

Priority: Unknown

Status: Unknown

Class: Normal

Repeat Day: None

Repeat Rule: None

Repeat Interval: 0

Repeat Until:

Source Extraction: File System (1)
2 Start Time: Subject: Clear browser cache and move azh files to USB Category:
18/05/2018 and password lock personal files Reminders:
1:30:00 AM(UTC+0) | Attendees: 18/05/2018
End Time: Location: 1:29:00 AM(UTC+0)
18/05/2018 . Priority: Unknown
2:30:00 AM(UTC+0) | Details:

Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: Logical (1)
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